Route Explorer™ Tutorial Troubleshooting and Diagnostics

2. Where and when did the routing change?

If the routing between a user and the server is broken, route explorer can tell you
exactly when and where the break occurred. In Route Explorer’s topology map,
highlight the prefix route as shown in the previous example. You may see no route,
an incomplete route or a routing loop. In a previous example we showed how the list
of highlighted paths could localize the break. To find out when and how the route was
broken, run the Route Explorer’s history monitor backwards to time when the route
was last complete and prefix reachable.

Figure 7 shows the history monitor. The cursor marks the time of display in the
topology map. Note the VCR-like controls at the bottom left.
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To replay the event history of the network, including any highlighted paths, select the
“Animate” mode and click on the rewind button (left pointing single arrow). The
network map will be updated at each step including the highlighted paths. When you
see the path whole again, click the stop button (center). The map will show the
complete route at that time. The “current” time will be shown in the lower left of the
history monitor.

If you continue to playback the animated replay of the network, you may see more
information pertaining to the problem, such as a flapping link in the highlighted path
(or the prefix itself flapping). At any point in this playback diagnosis, you may stop
and look at the complete picture of the network at that time, including the list of
links, routers and prefixes. Route Explorer can also show a summary of events just
prior to the outage.

Copyright © 2003-2004, Packet Design, Inc. Ch. 4-7 Last printed 2/21/04 1:24 PM



Route Explorer™ Tutorial Troubleshooting and Diagnostics

Humber

10000
0 : S T T] TR T T

Y ——
T T T T
2003-04-07 14:58:42 2003-04-08 14:58:42 2003-04-09 14:58:42 2003-04-10 1458
Time

Animate Step by GO0  seconds ok | Graphs | Analysis =~ Events

Start Current End
“ < > 44 2003-03-18 13:58:42 2003-04-22 11:10:01 2003-04-22 11:10:00

X L-.-enAlor for DemoEnterpriseAMar03a.ospf

Filter by: Any v Analyze Analyze Complement
Prefix Event Count

Router u::;n:; 78
. AR 4+ L]
1061640724 7%
06250830 16

10.2.100.0/23 14
100.21.0.24 12
10225273732 12
0.2.252,74/32 n
10.2.252 5932 10
1022527032 9
10.0.20.0.24 3
10.2.06.0/24 ]
10.2.252.78/32 6
10,6252 60/30 3
10282024 S a
10.6.250,60/30 4
10.2.252.71/32 3
00,247 200750 2
10.2.2538/30 H

19 enlries Color Routers | WView as Bar Chart

From | 2(103-04-09 10:55:59

Figure 8

to|2003-04-10 18:55:34 Set Show Time Range Reload Cloae

Figure 8 shows the event summary from history navigator’'s event analysis menu.
Note that our prefix has actually seen a significant number of events before the
outage. This may be a flapping route caused by failing hardware in the server

network.

Having thus localized the outage from Route Explo

rer’'s history playback, in the next

section we show how to drill-down and see the exact routing events that took place

before the outage.

HOW TO:

1. Open an X Windows or VNC session to the Route Explorer.

Open the topology of interest (see above)

2.
3. Highlight the prefix path of interest (see above)
4,

Open History Navigator:

= Click on Tools->History Navigator

= Select the protocol of interest by clicking
5. Animate history:

its tab at the top. See Figure 9.

= Click on the Animate radio button in the lower-left. (see Figure 9)
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= Select the step size (default is 10 minutes)
= Click the Left Arrow to start playback (Figure 9)
= To see the changes to path during history playback, make sure the
topology map is also visible
= To stop playback, click on the stop button
6. Events Analysis:
= |n the History navigator window click Analysis->Event Analysis
= Select the time period start and end in the timeline.
= Event summary window will be displayed.
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